How to Lease the Internet in Your Spare Time-

Nick Feamster Lixin Gao Jennifer Rexford
Georgia Tech University of Massachusetts  Princeton University
feamster@cc.gatech.edu lgao@ecs.umass.edu jrex@cs.princeton.edu
ABSTRACT tal deployment may lead to solutions where each step along

the path makes sense, but the end state is wrong. Rather, we
argue that substantive improvements to the Internet &whit
ture may require fundamental change thatdasincremen-

tally deployable. Unfortunately, in the context of today’s
Internet, ideas that are not incrementally deployable elre r
egated to the library of paper designs that are either never
seen again, or, in rare cases, dusted off as “band aid” fixes
only when crisis is imminent (as with IPv6 in the face of
address depletion in IPv4).

We argue that decouplingfrastructure providergwho
deploy and maintain network equipment) froeervice
providers (who deploy network protocols and offer end-

. to-end serviced)is the key to breaking this stalemate.
1. Introduction We propose Cabo (“Concurrent Architectures are Better
The Internet is relatively resistant to fundamental change than One”), which exploits virtualization to allow a semic

The last fifteen years have offered countless “false starts” provider to simultaneously run multiple end-to-end segsic
the deployment of new services. For example, differerdiate over equipment owned by different infrastructure provider
services, IP multicast, and secure routing protocols have n  Cabo extends network virtualization beyond its current use
seen wide-scale deployment, despite offering tangibleeval for supporting shared experimental facilities, such asPla
and making significant headway through the protocol stan- etLab b] and GENI [L0]. Rather than simply serving as
dardization process. A major impediment to deploying these an evaluation platform for selecting a single “winning” ar-
services is the need faroordination an Internet service  chitecture,support for virtual networks itself should be the
provider (ISP) that deploys the service garners little bene architecture Cabo’s design adopts thauralist philoso-

fit until other domains follow suit]8]. For example, an ISP phy [4], which advocates a flexible and extensible system
that deploys a secure routing protocol like S-BGB] jncurs that supports multiple simultaneous network architesture
substantial cost but still is not protected from bogus rauke Separating infrastructure providers from service prorgde
nouncements unlesgherISPs also deploy S-BGP. has precedence in other industries, where unbundling the

ISPs are under immense pressure to offer “value added”value chain has led to better service or lower cost for end
services, in response to both customer demands and the ineustomers. For example, the airline industry has airports
creasing commoditization of Internet connectivity. Birlgl (infrastructure providers), which allocate certain ggtesd
a network that has global reach requires either “building it sometimes even entire terminals) to particular airlinés; a
yourself” or depending on other ISPs for connectivity. ISPs lines (service providers) form relationships with muksipl
naturally adopt the latter approach to contain cost. Unfort  such airports. As infrastructure providers, airports aimer
nately, because a single ISP rarely has purview over an en-fixed costs by providing other services such as experienced
tire end-to-end path, new services either have been deploye personnel for fueling the planes. The airlines themselves
only in smallislands or have languished entirely. Some JSPs also use code sharing and regional subcontracting to provid
hard-pressed to offer profitable services to end users, areend-to-end service to passengers at a reasonable cost. The
driven to extortionary measures such as degrading serviceautomobile industry is another example: In the past, auto-
for some, while providing “better service” (though not leett  mobile manufacturers created their own parts, in additon t
end-to-endservice) for others, as evidenced by the ongoing composing the parts into cars. Today, different companies
“net neutrality” debateT, 24). manufacture parts or build cars, leading to two separate in-

Researchers are also under pressure to justify their workdustries with a symbiotic relationship.
in the context of a federated network by explaining how  Decoupling service providers and infrastructure prodder
new protocols could be deployed one network at a time, but is consistent with the new business models that have resulte
emphasizing incremental deployability does not necdgsari

lead to the best architecture. In fact, focusing on incremen 1Throughout the paper, we use the term “service providerhasrganiza-
tion that composes network services and protocols on top ysigdl in-
*Apologies to Staniforet al.[21]. frastructure, andlhternetservice provider” to refer to a status quo ISP.

Today’s Internet Service Providers (ISPs) serve two roles:
managing their network infrastructure and providing (ar-
guably limited) services to end users. We argue that cou-
pling these roles impedes the deployment of new protocols
and architectures. Instead, the future Internet shouldatip
two separate entities: infrastructure providers (who rgana
the physical infrastructure) and service providers (whe de
ploy network protocols and offer end-to-end services). We
present a high-level design for Cabo, an architecture tiat e
ables this separation, and we describe challenges assbciat
with realizing this architecture.
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[ Service Provider 2

two distinct entities: infrastructure providers and seevi
providers. Aninfrastructure providerowns and maintains
the network equipmeng(g, routers and links) that forms an
infrastructure networkA service provideestablishes agree-
ments with one or more infrastructure providers for access

Infrastructure
Provider 3

End Host A ~ to a share of these router and link resources. Cabo facili-
Infrastructure = . . PRIT] .
Provider 1 L tates sharing of physical resources by subdividing a physic
Infrastructure End Host E node (.e., router) or link into many virtual nodes and vir-
Provider 2 tual links. Avirtual nodecontrols a subset of the underly-
ing node resources, with guarantees of isolation from other
Figure 1: Cabo architecture. virtual nodes running on the same machine. Similarkjira

tual link is formed from a path through the infrastructure

from the commercialization of the Internet. The early rise network and includes a portion of the resources along the
of “carrier hotels” and exchange points is a perfect exam- path. Cabo can guarantee bandwidth or delay properties on
ple. Carrier hotels reduce the cost of interconnection be- these links using schedulers that arbitrate access todshare
tween ISPs by locating the physical equipment of many dif- resources, such as CPU, memory, and bandwidth.
ferent ISPs in the same building. Co-location amortizes A virtual networkconsists of virtual nodes and links that
the high fixed cost of maintaining a physical footpriatd, belong to the same service provider. For example, in Fig-
racks, power supplies, backup generators, switches, fiberure 1, service provider 1 has a virtual network using physi-
“hands and eyes” support, etc.) by sharing capital and op- cal resources belonging to infrastructure providers 1 aiod 3
erational expenditure across ISPs. Cabo pushes this amortiprovide end-to-end services between end hosts A and B; the
zation to its logical extreme. In the same way that connec- end hosts may run virtual machines that connect to different
tivity providers share infrastructure like backup genersit  virtual networks, possibly run by different service prostis.
service providers could share the network infrastructure.  Service providers may install software.g, a customized

Some ISPs are already pushing the trend toward decou-routing protocol) on their virtual components and may even
pling service from infrastructure in interesting ways. For program the hardware(g, a customized packet-forwarding
example, FON, a Spanish ISP, acts as third-party broker for algorithm implemented on a network processor or FPGA). A
existing 802.11 wireless access points deployed by privatesingle service provider may have multiple virtual networks
householdsq]. Rather than deploying physical infrastruc- tailored to specific services or topologies. or example, one
ture, FON simply bundles Internet access from physical in- virtual network may run an Interior Gateway Protocol (IGP)
frastructure deployed by other partiesd, wireless access  like OSPF and conventional longest-prefix match packet for-
points). Cabo is motivated by a similar philosophy, and it warding, while another virtual network may support source
pushes this design to its logical conclusion by allowing ser routing based on flat addresses.
vice providers to offer a wide range ehd-to-endservices A virtual node might even be subdivided into multiple vir-
and new network architectures, not just basic Internetsscce  tual nodes, and a virtual link itself comprise multiple vir-

Realizing Cabo introduces many challenges. In Cabo, tual links. Such “nesting” of virtual components might occu
a service provider must coordinate with infrastructure when one service provider offers service to another. For ex-
providers to create virtual networks. We must demon- ample, one service provider might provide end-to-end con-
strate that this is easier than coordinating across ISPe-to d nectivity (akin to an ISP today) and sell that connectivity
ploy new protocols and services today. Although Cabo al- to another service provider that offers some other end-to-
lows each virtual network to run its own protocols, we end service. Also, an infrastructure provider might offer
must demonstrate that the underlying network equipment some services beyond the basic support for virtual compo-
can provide such flexibility at high enough speed. Although nents. For example, to reduce the number of nodes that other
Cabo allows each virtual network to run independently, we service providers would need to manage, an infrastructure
must demonstrate that managing multiple, simpler virtual provider might run a virtual network of its own, with virtual
networks running in parallel is easier than managing one links between pairs of its edge routers.
more complicated network. The rest of the paper discusses .
these challenges in more detail, starting with an overview o 2.2  The Benefits of Cabo

Cabo and its benefits (Secti@), followed by a more de- In this subsection, we present examples that illustrate the
tailed treatment of how Cabo works (Secti®n We discuss  benefits of Cabo. First, Cabo allows service providers to of-
related work in Sectiod and conclude in Sectiob fer “value added” services by enabling end-to-end deploy-

) ments and lowering the barrier to establishing a network
2. Concurrent Architectures Better Than One point-of-presence. Second, Cabo simplifies network man-

In this section, we present a high-level overview of &gement by “outsourcing” the responsibility for the phgsic

Cabo and describe how Cabo enables better network service§€Vices to the infrastructure providers and allowing aiserv
and more robust networks. provider to run several simple virtual networks in parallel

21 Cabo Architecture 2.2.1 Better network services

Cabo separates the notion of conventional ISPs into End-to-end network services. Some players in the “net



neutrality” debate have advocatediared Internet where followed later by a cut-over of the data traffic from the old
Internet service providers provide “better” service to@edg virtual network to the new one.

networks and content providers.g, Google) who pay more  protection against misconfiguration. Cabo provides iso-
money directly to those ISP§,[24]. This “enhanced ser- |ation between different network components and services,
vice” is disingenuous: a tiered Internet cannot inherently \yhich can provide protection against misconfigurations and
provide better service, since no single ISP controls angrgiv bugs. Network protocols are commonly misconfigured [
end-to-end pathe(g, between a home user and Google). and are subject to implementation bugs. Adding a new ser-
Cabo can help reverse these troubling trends by giving a ser-jce. provisioning a new customer, or rebalancing traffic
vice provider the opportunity to add real value by expos- gach requires an operator either to invoke certain configura
ing control overend-to-endpaths. In Cabo, infrastructure  tjon commands or to install new software; these actions may
providers can achieve a competitive advantage by running cse instability or temporary service disruptions. Cdbo a
more efficient and robust networks, and service providers |y services that might interact to be compartmentalized

differentiate themselves by running different end-to-sec into different virtual networks, thereby preventing config
vices on a common physical infrastructure. ration errors or software bugs related to one network servic
Customized protocols. Cabo allows service providers to  from interfering with others.

build virtual networks with dramatically different chatac Accountability at every layer. In the current Internet, a

istics on top of the same physical infrastructure. For ex- gjngle ISP manages its network from the physical infrastruc
ample, one service provider might deploy a network based (re 4l the way up to applications, but that ISP typically
on a secure routing protocol that provides strong guaran-goes not have purview over an entire end-to-end path. When
tees at the cost of complete reachability, while another of- herformance or security problems arise, the ISP must initi-
fers global reachability with less security. Similarlyeoser-  4te the arduous process of locating the source the fault (of-
vice provider might perform conventional IP routing andfor e, 4 different ISP) and coordinating to diagnose and fix the
warding, while another permits end hosts to perform source proplem. This process is inherently difficult because both
routing [27] on a relatively small virtual network, consisting  monjtoring and mitigation require coordination across one
of virtual links that span multiple hops in the infrastruell 4 more administrative boundaries. Cabo, on the other hand,
Deploying source routing today is immensely difficult, ®n¢  4j16\s each entity to have complete, end-to-end contral ove
most ISPs disable the feature; in Cabo, a service providerinq layer it is managing. For example, when the virtual com-
could decide to offer source routing on its virtual network  honents do not behave as expected, the service provider has
without having to coordinate with other ISPs. direct recourse (and a direct business relationship) wi¢h t
Co-location for expanded network presence.In today’s infrastructure provider managing the equipment.

Internet, an organization that needs a global footprinttmus

deploy physical infrastructure in a wide variety of locasp 3. How Cabo Works

each router deployed in a new remote facility incurs a rel- - capo must support (1) simultaneous operation of multiple
at|vely_h|gh fixed cost. Today, _these organizations can con- yiry,al networks on top of a single physical infrastructure
tract with an ISP that offers a Virtual Private Network (VPN) (2) handling requests from service providers to create and
service, though finding a single ISP with facilities at every jsiantiate these virtual networks; and (3) enabling ra
location may be difficult. In contrast, Cabo allows thatente  ,cture providers to discover and manage the physical in-
prise (or its service provider) to instantiate virtual ned@d  fagrycture. This section describes these tasks (whigh Fi
links on equipment managed by an infrastructure provider ;e 7 |gosely illustrates) in succession, working from the top
in the region. This allows the organization to runs its own gown: We start by describing the support that Cabo must
virtual network or contract with a single service provider f - 56\ide once the virtual network is instantiated and endh wit

a VPN service, without incurring the costs of deploying and  ihe sypport that must be available to infrastructure pregd
managing additional equipment.

_ 3.1 Supporting Concurrent Networks
2.2.2 More robust management and operations Cabo must allow several virtual networks to share the

Testing and deploying new protocolsToday’s router soft- same physical mfras;ructure, and it must guarantee tl_aaEth
ware is typically evaluated in a test lab before deployment. Simultaneously running networks do not interfere with one
Large lab configurations that mimic a production network &nother's operation. Allowing multiple virtual networks t
are expensive, and limiting tests to simple topologies and s_hare _the same physical mfrastruc_ture requires the_;amllt
traffic patterns that may not give operators an accurate view Virtualize the network components.¢., nodes and links).
of how the new software would perform “in the wild". \_/|rtual_|zat|on implies provides botlogical isolation of dis-

In Cabo, new router software (including new experimental {inct virtual networks €.g, to separate namespaces) agd
services) could be evaluated on a separate virtual networkSourceisolation (to ensure that virtual networks cannot inter-
on the same underlying infrastructure; this virtual networ €ré with one another). We first discuss the requirements for
could initially carry only test traffic or support users ity virtualizing nodesi(e., rpL_lters) and links; we then describe
to serve as early adopters. Also, migrating a network from the challenges for prowdlng resource guarantees for heth t
one protocol to another can be painstakitd]] In Cabo, a  Virtual nodes and links.

new protocol could be deployed in its own virtual network, Virtual routers. Router virtualization—providing multiple



Virtual networks include links that may span Decision elements run a discover

multiple ho%)s and infrastructure providergrotocol to discover/maintain physica){topologj exploit previous work on link-level quality of service atth
Section 3.1 (Section 33 network layer in the design of the schedul@r2g].

Infrastructure Provider 1 Infrastructure Provider 2
v e ST ' 3.2 Instantiating Virtual Networks
B——— < IPy, Ay >
‘ I Cabo must enable a service provider to request virtual net-
‘ work components from infrastructure providers and an in-
Q o T frastructure provider to fulfill a service provider’s regte

e (if possible). This process requires an interface for servi

. L providers to make these requests, a “signaling band” over

Service Providers issue requests for . . .
viual networks via brokers (or dirctly which these requests can be communicated, a mechanism
(Section 3.2) that allows an infrastructure provider to calculate whethe
the request can be fulfilled, and algorithms for determining
_FiglurefZ: At\n ir:frastructU_re providgr’s decisit?]n elementstmpagllel,pEyS- how to embed a virtual network in the physical infrastruetur
ICal Intfrastructure; service proviaers can then request vrtual lINKs, H Y] H
named by the physical inteFr)faces. The thick dott?ed line show a vir- inaway that makes efficient use of the phySICaI resources.
tual link that traverses four physical interfaces. Interface and bootstrapping. Cabo must provide an in-

terface for service providers, who will compose physical

infrastructure from one or more infrastructure providers t
virtual routers on a single physical router—is fundamental construct a virtual network. Ideally, the service provi&ler
to Cabo because it allows multiple service providers toeshar would be able to specify their requirements in terms of spe-
the same set of physical routers. Various router venaogs (  cific properties, such as the location of virtual nodes aed th
Cisco, Avici) provide virtual routers to simplify network bandwidth and delay of virtual links), rather than identify
design at network points-of-presence (PoPs), reduce capi-specific routers and links. Cabo also requires bootstrgppin
tal expenditure, and lower the barriers to co-locatid|.| capabilities that allow service providers to load softwame
(Some router vendors have gone so far as to claim thatthe the virtual nodes once they have access to them. For ex-
router virtualization can increase network reliability k¢ ample, an infrastructure provider could run a virtual netwo
ducing the number of interconnections within a PoP.) In- that provides basic reachability and might also offer smwi
deed, router virtualization has many possible uses and hador loading software onto the nodes, collecting measurémen
gained traction with major router vendors; Cabo can use this data, and reserving node and link resources.

developing technology as a way to construct virtual nodes. gjgnaling. To issue requests to infrastructure providers, ser-
To better support new protocols and forwarding algorithms, ice providers must already have network connectivity to in
Cabo could also make use of programmable routstJs), frastructure providers, which introduces a circularityend
which can be simultaneously used by multiple parties. network connectivity (to the infrastructure providersyéds
Virtual links. In addition to virtualizing nodes, Cabo must quired to obtain network connectivity (for the virtual net-
virtualizelinks between any pair of virtual nodes. The abil- work). To resolve this circularity, Cabo could ultimatekpp

ity to create these types of tunnels already exists in many vide complete connectivityi.€., the ability for any node to
forms, at the network layer and below.g, at layer 2). Vir- reach any other node) through the evolution of the service-
tual links in Cabo might look much like the tunnels that ex- provider market. This economy is similar to the scenario in
istin today’s VPNs, which provide support for tunneling and today’s Internet, which we think of providing complete con-
encapsulation. Cabo provides considerably more fundtiona nectivity even though the network does not provide any such
ity to a service provider than a VPN, which simply provide guarantee. Until Cabo provides such connectivity, a servic
connectivity between edge sites over a single ISP backbone provider might use other means to communicate with an in-
First, Cabo gives service providers direct control over the frastructure provider, such as today’s Internet or the phon
protocols and services that run on the virtual nodes. Sec-network. This mechanism resembles the way the Internet
ond, Cabo allows a service provider to instantiate a virtual evolved where, initially, requests for Internet conndttiv
network on infrastructure that is owned by multiple infras- were made via phone, fax, or postal mail; later, once global
tructure providers. Internet reachability was available, these requests coeald

Scheduling. To provide the semblance of a dedicated net- Made via the Internet itsele(g, via Web sites).

work to each service provider, Cabo must schedule accessAccounting and admission control. Guaranteeing quality-

to physical resources, such as CPU, memory, disk, and linkof-service not only requires scheduling competing traffic
bandwidth. In particular, each service provider requires flows from concurrently running virtual networks (as de-
guarantees for link characteristics, ranging from befstref ~ scribed above); it also requires that the infrastructuresdo
service to the same loss, delay, and queuing qualities asnot “overbook” resources to service providers. According|

a physical link with a pre-determined allocated bandwidth. the network must maintain an accurate accounting reserved
Cabo can exploit existing support for CPU and link schedul- resources and exercise admission control to ensure that the
ing to guarantee resources for each virtual component. Eachbandwidth allocated to the collection of virtual networks
physical interface can maintain a separate queue for eachdoes not exceed the physical capacity of the network. This
virtual interface with a scheduler that services these gsieu problem is similar to the accounting problems faced by tra-
to achieve the performance guaranteed. We may be able talitional admission control protocole.g, RSVP R§]), but



Cabo must perform admission control on virtuatworks SONET can detect “Loss of Signal”) and notify the affected
not simply on individual links or paths. virtual components. A physicalodefailure is similar to the
Virtual network embedding. Because a virtual link may failure of all o_f the incident physical links, except thatth
span multiple physical hops, there may be many possibleso,ftware running on the physical nqde may also nee(,jlto be
mappings for any given virtual network, especially when rem;tglled. Cabo can rely on each mfrastructure protsder
multiple infrastructure providers offer virtual componen  decision elements to detect physicedde failures and re-
Determining how to satisfy a service provider’s request for install the service-provider software for each virtual eod

a physical mapping, while making the most efficient use of When the physical node recovers.

the available physical resources, is important for maximiz

ing the number of virtual networks that can share the physi- 4. Related Work
cal infrastructure. Thus, Cabo must be able to compute such Cabo is the first network architecture that separates servic
a “network embedding”, but this problem is NP-hadd][ providers from infrastructure providers, but today’s it

The embedding problem becomes more complex when theoffers several scenarios where Internet connectivity kasb
resource requirements for virtual networks may change overreconstituted to create new services. Equidixgnd Inter-
time, or when these requests arrive dynamically. Fortu- nap ] allow edge networks to change upstream providers
nately, testbed designers and researchers have devised wayn relatively short timescales, but these services can only
to compute efficient network embeddings, and we believe control thefirst ISP along the path to the destination; in con-

that Cabo can leverage these techniqu@s30]. trast, Cabo allows an entity to control the entire end-td-en
path. Other systems, such as “Routing as a Servit§; [
3.3 Discovering Physical Infrastructure allow hosts to request overlay paths with certain proper-

ties. OverQoSZ22] provides a mechanism for establishing
overlay links with certain loss and delay guarantees; simil
mechanisms may prove useful for constructing virtual links
in Cabo that traverse multiple physical hops. Contentieistr
bution networks 3] and bandwidth brokers2p] also extend
basic connectivity by creating paths from source to destina
tion (or content). Cabo also allows third-parties to congpos

Topology discovery. An infrastructure provider may run  eng.to-end paths and services, but does so by making the
a discovery plane, similar to that outlined in the 4D man-  ¢qnsiryction of virtual links a first-order primitive.

agement architecturd ). Physical nodes could flood their Cabo must allow many virtual networks to operate on the
identities to a decision element, and neighboring nodes g5 me physical infrastructure; some, but not all, of the func
could re-forward these identifiers, appending unique iden- tionality required by Cabo is provided by today’s layer 3
tifiers to the message to enable the decision elements to cony; iy al private networks (VPNs)20]. Rather than building
struct a reverse path back to the new node. The operators ofneir own physically separate networks (an expensive propo
the physical infrastructure must be able to reach the detisi sition), many large multi-site enterprises opt to buy VPN se
elementsi(e, to instantiate virtual components and 0 pro- yjce from a large ISP that runs a backbone network. VPNs
vide an interface to service providers), either over theses 5oy a single ISP to support many virtual networks on a sin-
network Qaths or via existing out-of-band mechaniseng.( gl physical infrastructure. However, these VPNs do not (in
via today’s IP-layer connectivity). Two adjacent infrastr and of themselves) provide resource isolation, they cannot
ture providers must be able to estat_)llsh !lrtdeiween their span multiple ISPs (and, thus, are not truly end-to-end}, an
networks The discovery of these links involves both the hey offer enterprise neither access to the physical reuter
namingof endpoints andisseminatiorof reachability infor- 6 "the apility to run customized code on these routers.
mation. Every physical endpoint must be uniquely named;  gome research infrastructures use virtualization to sappo
to achieve this global uniqueness, interfaces could be dame multiple experiments at the same time. PlanetLab supports
with an <infrastructure provider, local ID, as proposed in  \;irtualization of network nodesS], but not complete net-
previous work R6]. Dissemination could be achieved via \yorks. The proposed GENI facilitylp] and our recent
flooding across inter-provider links or between the two in- ok on VINI [6] focus directly on network virtualization
frastructure providers’ decision elements. and programmability, but these projects focus on support fo
Notification of topology changes Cabo must notify virtual experiments and do not revisit the roles of service progider
network components when underlying physical components and infrastructure owners. In addition, these facilitias ¢
have failed. The underlying physical equipment must no- rely on the existing Internet to reach the physical nodes,
tify each affected virtual component about the failure.dfa whereas Cabo must grapple with topology discovery and
interfacefails, the incident physical node must notify each bootstrapping of the physical infrastructure. Still, wepho

of the virtual nodes that have a virtual interface running on to use VINI as an environment for evaluating a prototype of

Before infrastructure providers can determine how to allo-
cate physical resources to request for virtual networley th
must be able to determine the physical topology.,(physi-
cal nodes, links, and their interconnections). The infrast
ture must also provide support for notifying virtual netk®r
about failures in the physical infrastructure.

the affected physical interface. To detect physio# fail- Cabo and quantifying the benefits of running multiple vittua
ures, virtual nodes can run a simple heartbeat protoco$ as i networks in parallel.

common in today’s routing protocols. Alternatively, an in- In supporting programmable routers, Cabo resembles ac-
frastructure provider could run an underlying link-layeop tive networks, which allow end users to install code in
tocol that automatically detects link failures (similartow routers. Previous research on active networking focused



on issues with mobile code (and the resulting language and [6] A. Bavier, N. Feamster, M. Huang, L. Peterson, and J. Reixim

security issues) and providing control to end use&d].| VINI Veritas: Realistic and controlled network experimeige. In
- : ; Proc. ACM SIGCOMMSept. 2006.

In contrast, Cabo focuses on providing service providers

(rath_er than users) with th_eir own virtual networks, _With [7] B,,u,s,N'bgﬁz\i’vﬁgzgﬁeﬁic&g;%ggauﬁ*F%&ﬁ?tdc%%m't p:11
a fairly general programming environment on the virtual magazi ne/ cont ent / 05_45/ b3958092. ht m Oct. 2005.
nodes. In fact, a service provider could run an active- [8] D. Clark, S. Shenker, and L. Zhang. Supporting real-time
network architecture within one of its virtual networks. applications in an integrated services packet networkhitecture

and mechanisms. IRroc. ACM SIGCOMMAug. 1992.
. [9] FON: WiFi everywhereht t p://en. fon. com , 2006.
5. Conclusion [10] GENI: Global Environment for Network Innovatiorist t p: / /

This paper has made the case for Cabo, an architecture[ll] \\A/chlillg:nn(a:jnl\iittéhell AOL Backbone OSPF-ISIS Migrati. In
that catalyzes the deployment of network protocols and ser- NANOG 29 Oct. 2003. grea.

vices by separating service providers from infrastructure (1] a. Greenberg, G. Hjalmtysson, D. A. Maltz, A. Meyers, &xford,
providers. This separation gives service providers thigyabi G. Xie, H. Yan, J. Zhan, and H. Zhang. A clean slate 4D approach
to to deploy an end-to-end network protocol or service by gemork gotntzrglognd managemeACM Computer Communications
“ H ” H H eview Oct. .
'Ieasmg physical .network Inf.raStrUCture from one or more [13] S. Kent, C. Lynn, J. Mikkelson, and K. Seo. Secure bogigeway
mfrastructure prov_lders and sidesteps the need for coardi protocol (S-BGP) - real world performance and deploymentissu
tion among many independently operated ISPs. In Proc. NDSS2000.

Cabo lowers the barrier for deploying new network proto- [14] E. Kohler, R. Morris, B. Chen, J. Jannotti, and M. F. Kieaek. The
cols and services, but how would Cabo itself be deployed? Click modular routerACM Transactions on Computer Systems

. . 18(3):263-297, Aug. 2000.
In particular, would the owners of the current Internet in [15] K. Lakshminarayanan, I. Stoica, and S. Shenker. Rowting

frast_ructure have the n_ght |n_cent|ves to grant _other servi Service. Technical Report UCB-CS-04-1327, UC Berkeleg20
providers access to their equipment? Concerning the techni [16] R. Mahajan, D. Wetherall, and T. Anderson. UnderstagBGP
cal hurdles, support for virtualization in commercial renst Misconfiguration. InProc. ACM SIGCOMMpages 3-17, Aug. 2002.

can help enable many of Cabo’s functions. Initially, ISPs [17] D. McPherson et al. Core Network Design and Vendor Pecj#s. In
could begin to offer some of the services that Cabo enables,[ls] gAggr?agZ;‘;”g Zgr?:ﬁker and S. MeCanne. Towards arablol
such as eSt_ab“Shmg geographical _footprlnt.s by Igasmg av Internet architécture. Iﬁroc’. ACM SIGCOMMAug. 2005.
tual router in other ISPs and offering multi-provider VPNS  [19) Rr_Ricci, C. Alfeld, and J. Lepreau. A Solver for the Neti
to large enterprises. With regard to incentives, we note tha Testbed Mapping ProblelACM Computer Communications Revjew
Cabo does not prevent a single commercial entity from act- 33(2):65-81, Apr. 2003. o
ing as both an infrastructure provider and a service proyide [20] %fkc’ﬁgfcinﬁ,. Z-r Fi‘;'ggﬁ";%g/g"s'zgs VPNsinternet Engineering
thu.s’ althOUQh I,SPS gain new capabilities from Cabo (,as de_[21] S. Staniford, V. Paxson, and N. Weaver. How to Own therimt in
scribed in Sectior2.2), but they do not lose any functions your spare time. IProc. 11th USENIX Security Symposiukug.
provided by today’s Internet. 2002.
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